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Application Hot Spots

This list of items provides an outline of the general security issues distributed applications face. 

1. Authentication to the application or web server

a. Windows Authentication is recommended for users on the domain with clients that support passing user credentials

i. This means no passwords need to be stored in the database, only Windows user names

ii. Right of access (login) is the Windows desktop

iii. This satisfies the “single-user, single-login” HIPAA recommendation

b. Anonymous access is only necessary if users not on the domain need access to the application or their client does not support passing user credentials

i. Secure Sockets Layer (SSL) is necessary to encrypt Forms-based username/password application login

ii. User passwords must be encrypted (hashed with salt) before being stored in the database using SHA-1 algorithm (FIPS compliant)

iii. User passwords should be strong;  at least eight characters long containing at least one uppercase letter, one lowercase letter one number and one symbol. 

iv. Right of access (login) is the application

2. Security context of server components (web service components or web forms)
a. The security context of the server components should always be a least privileged account 
i. The ASPNET built-in account satisfies this but password delegation is necessary to access the database server

ii. It is recommended to set up specific least privileged user domain account that the components impersonate to connect to the database

iii. The database connection string does not specify any username/password information and connections can be pooled for better scalability

b. If the impersonation section of the web.config is used to specify impersonation information, it should be encrypted using the DataProtectionConfigurationProvider or the RSAProtectedConfigurationProvider 

3. Wire Security

a. Secure Sockets Layer (SSL, 128-bit encryption) is recommended for secure communication to the browsers when requesting any patient-related information

b. Test certificates can be created on the development boxes but an actual certificate (i.e. VeriSign) will need to be purchased for the production web server

4. Database Security

a. It is recommended that SQL-Server security be turned off so that Windows Authentication is always used to connect to the database even for administrators

b. If that is not an option, remove the sa user and create another admin account with a strong password

c. Users should never have access to directly update, insert or delete records. Make sure any update, insert or delete statements executed by the web server components are written as stored procedures. 

d. Only allow execute on stored procs and select permissions to the web server components

e. Always use ADO.NET command parameters in SQL statements issued from the web server to mitigate against SQL-Injection attacks-- do not concatenate strings.

5. Database Auditing

a. Auditing is necessary to identify any security breeches. There are many third party tools available to audit not only data modification but also schema modifications, select queries, and security changes across all databases in an enterprise. However, most products use the connection string to the database as the user identifier which does not work well for scalable, connection-pooled, web applications

b. In addition to a third-party auditing tool, the web application may need to implement its own auditing on patient-related fields in order to capture the user name independently of the connection string. 

Recommendations

The following is a list of observations and recommendations to secure applications in accordance with HIPAA patient security rules. These are meant as general guidelines for Windows-based distributed applications. You should evaluate your particular applications for any additional patient security issues. (See the References section at the end of this document for links to CMS and HIPAA information.)
Hash Passwords with Unique Salt Values

When users are not authenticated by Windows (i.e. internet users) they will log into the web application with a user name and password using ASP.NET Forms Authentication. Passwords should be stored encrypted in the database and salted with different values. This means that if two users have the same exact password, then the encrypted value will not be the same in the database. This makes it harder for a hacker to determine the source password by using a dictionary attack.  It is recommended that a separate Salt column be stored in the database for each password preferably in a different table than where the password is stored so that if the Users table is compromised, the salt values are not immediately known. This salt value would be unique for each user and used in the encryption algorithm. 

For more information see http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnnetsec/html/cryptosimplified.asp
Require Strong Passwords 

It is recommended that a strong password policy be used to access the application. Passwords should be at least eight characters long containing at least one uppercase letter, one lowercase letter one number and one symbol. For strong password guidelines see http://www.microsoft.com/athome/security/privacy/password.mspx. 

Password Change Policy

Periodically users should be forced to change their password either by the application or by a standard operating procedure.
Automatic Log Off

The system should require the user to re-login after a period of inactivity. This can be handled as a standard operating procedure (patient data should not remain on an unattended computer screen) and as an application function. Windows based clients can use a timer to require the user to re-verify their password. Web based clients can use a forms authentication ticket timeout that redirects to the Log In page again after a period of time. This can be specified in the Web.config file with the timeout property:

<authentication mode="Forms">

<forms 
loginUrl="Login.aspx" 
cookieless="UseCookies"
name="RegistryAuth" 

timeout="60" 

path="/"
/>

</authentication> 

This indicates the authentication ticket expire after 60 minutes after which the browser is redirected to the Login.aspx page.

Secure Sockets Layer (SSL)

All data that contains user login or patient information needs to be encrypted using Secure Sockets Layer (SSL) on the application server if that data is passed over the internet or a non-secure intranet. Using SSL does have a performance hit on the server and will create larger payloads over the wire. 
Deployment Notes
Once in production a valid certificate would need to be purchased from a trusted certification authority like VeriSign. However, to use SSL in your testing environment, you can create a self signed certificate and install that on the test web server. 

Installing a Test SSL Certificate

To create a test certificate on a Windows 2003 Server follow these instructions:

1. Download the IIS 6.0 Resource Kit Tools and install the package on the  Windows 2003 Web Server (http://www.microsoft.com/downloads/details.aspx?FamilyID=56fc92ee-a71a-4c73-b628-ade629c89499&displaylang=en)

2. Go to Start ( Programs ( IIS Resources ( SelfSSL to open the utility.
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3. Type the following at the command prompt to add the certificate to the Default Web Site:
SelfSSL /T /N:CN=<computer or domain name> 
4. Then press “y” when prompted. This will create a certificate that is valid for 7 days. To change the number of days use the /V switch.

5. Next open up IIS management console and navigate to the site’s directory security. (You can either apply SSL on the entire web site or on a specific virtual directory.)
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6. Click the Edit button under Secure Communications section.

7. Check “Require secure channel (SSL)” and “Require 128-bit encryption” then click OK.
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8. Open a browser and type “https://..<site url>.. to test the connection. The local browser is set to automatically trust the connection but remote browsers will be presented with a security warning about the company name not being trusted.
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9. Select Yes to proceed. 

If you want remote browsers to automatically accept the certificate then you will need to export the server certificate to a Personal Information Exchange (.pfx) file and then install that into the client’s Trusted Root Certification Authorities. To do that follow these steps:

1. On the server open up IIS management console and navigate to the Default Web Site Directory security. 

2. Under the secure communications click the Server Certificate button to open the Web Server Certificate Wizard and click Next.
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3. Select the option “Export the current certificate to a .pfx file” and click Next.

4. Select the destination path for the file and click Next.

5. Type a password to encrypt the .pfx file and click Next, Next then Finish.

6. Copy the .pfx file to the client computer and open up Internet Explorer.

7. Got to Tools ( Internet Options and on the Content Tab click the Certificates… button to open the client certificate store.  
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8. Click the Import button to open the Certificate Import Wizard and click Next.

9. Browse for the location of the .pfx certificate file and click Next

10. Type the password you entered when creating the .pfx file on the server and click Next.

11. Select to place the certificate within the Trusted Root Certification Authorities and click Next then Finish
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12. Click Yes when prompted with the security warning.


Use of Cookies in Web Applications
Do not use persistent cookies or place user login or patient related information in cookies. Non-persistent cookies expire once the browser session ends. 

Authentication Tickets
One thing to take a look at related to Forms authentication and SSL is getting the proper settings into the Web.config. You will want to add the setting requireSSL=true once you implement SSL on the web site and you’ll want to set an appropriate ticket timeout:

<authentication mode="Forms">

<forms 
loginUrl="login.aspx" 
name="RegistryAuth" 

timeout="60" 

path="/"
cookieless="UseCookies"

requireSSL="true"
/>

</authentication> 

Database Security

It is recommended that SQL-Server security be turned off so that Windows Authentication is always used to connect to the database even for administrators. If that is not an option, remove the sa user and create another admin account with a strong password. 

Users should never have access to directly update, insert or delete records. Make sure any update, insert or delete statements executed by the web server components are written as stored procedures. Only allow execute on stored procs and select permissions to the web server components. Always use ADO.NET command parameters in SQL statements to mitigate against SQL-Injection attacks-- do not concatenate strings. For more information see http://msdn.microsoft.com/msdnmag/issues/04/09/SQLInjection/
SQL-Server 2005 can be FIPS 140-2 Compliant when using encryption algorithms. This feature is enabled through the local security policy on Windows 2003 and XP systems which is read when the SQL-Server database service starts up. For more information see http://support.microsoft.com/kb/920995
Database Audits 

Each time a user adds, edits or deletes a patient data row in the database, at minimum the user making the change and the time the change was made must be recorded. This provides a very simple level of auditing on an entire row of data. Recording the columns that have changed is a more complete auditing solution but usually requires database triggers which can affect performance. 
Some third party auditing solutions are passive and do not require changes to the databases they are monitoring (i.e. Ideara Compliance Manager http://www.idera.com/Products/SQLcm/Default.aspx ). Any third party auditing solution that is being evaluated must be able to record the changes on each column and allow you to record the user identification within the audit columns already defined on the row. (Many third party solutions assume a one-user-per-database connection scenario, like a traditional client/server deployment, and so these solutions will not be adequate in determining the user making the change in a web application.) The deletions will also need to be associated with a user identity. 
Databases in distributed applications face a challengeing task when it comes to identifying the user making changes because connection strings are pooled and use a shared identity. The most common way of solving this is to add user identity fields (i.e. ModifiedBy, ModifiedDate) on each table definition and then have the application pass the user’s identity on each added, edited or deleted row to the database. Triggers can then be used to log changes to only sensitive columns for each table.
Server Component and Database Connection Security 

To provide a more secure environment it is recommended that the production application servers run under a least privileged domain account and that this account is used to connect to the SQL-Server database via integrated security so that database connection strings do not contain username/password information. 
Setting up Impersonation
1. Create a least privileged domain account. 

2. In the web.config file add an identity section under the <system.web>:

<system.web>
    <identity 
impersonate="true" 
userName="DOMAIN\RegistryUser" 
password="pass" 
/>

</system.web>

3. Add full control NTLM file permissions for this account to the C:\WINDOWS\Microsoft.NET\Framework\v2.0.50727\Temporary ASP.NET Files\
folder on the web server.

4. Add default NTLM permissions (read & execute, list folder contents, and read permissions) to the physical location of the web site. i.e. C:\InetPub\wwwRoot\RegistryWebApplication\ 

5. Add the least privileged domain account to the database security on the database server. Make sure this account is only allowed SELECT and execute stored procedure permissions.

6. The connection string to the database should not specify any user name or password information. It is also a good practice to include the application name in the connection string; i.e. 

Server=RegistryDatabaseServer;DataBase=Registry;Application Name=Vision-RegistryWebApplication;Integrated Security=SSPI;Persist Security Info=False

Encrypting Configuration Sections in Web.Config
The Web.config file by default will only allow access to administrators, however you can encrypt sections of the web.config file in ASP.NET 2.0. Encrypting and decrypting data incurs performance overhead. To keep this overhead to a minimum, encrypt only the sections of your configuration file that store sensitive data.

1. Open a command prompt to C:\WINDOWS\Microsoft.NET\Framework\v2.0.50727
2. Run the aspnet_regiis.exe utility with the following parameters:
>aspnet_regiis –pe “system.web/identity” –app /RegistryWebApplication –prov “DataProtectionConfigurationProvider”


By default this procedure uses a machine level key store which is the simplest approach if there is only one web server. For information on how to use a user level key store or RSA encryption, see these links for more information:
How To: Encrypt Configuration Sections in ASP.NET 2.0 Using DPAPI

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnpag2/html/paght000005.asp
How To: Encrypt Configuration Sections in ASP.NET 2.0 Using RSA

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnpag2/html/paght000006.asp
How to use the ASP.NET utility to encrypt credentials and session state connection strings

http://support.microsoft.com/default.aspx?scid=kb;en-us;329290
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